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Abstract: This study examines legal liability for defamation through digital media under Indonesian 

law, focusing on the legal framework, elements of liability, and the boundaries between unlawful 

defamation and legitimate expression. The study employs library research with a normative juridical 

approach by examining legislation, Constitutional Court decisions, and relevant scholarly literature. 

Legal materials were collected through document analysis and analyzed qualitatively through 

identification, classification, comparison, and interpretation. The findings show that Law No. 1 of 2024 

has reformulated digital defamation through Article 27A by establishing specific elements concerning 

intentional conduct, attacks against honour or reputation, allegations of a particular matter, public 

dissemination, and the use of electronic systems. Constitutional Court Decision No. 105/PUU-

XXII/2024 further clarifies the scope of the provision by limiting its object to individuals. Legal liability 

therefore requires cumulative assessment of the statutory elements rather than reliance solely on the 

perceived offensiveness of digital content. The study also finds that effective enforcement requires 

reliable electronic evidence, contextual interpretation, and proportional application to protect 

individual reputation while safeguarding lawful freedom of expression. 

Keywords: digital defamation, legal liability, freedom of expression, Indonesian law. 

 

INTRODUCTION 

The rapid development of social media has transformed digital platforms into important 

spaces for communication, information exchange, and public expression. Individuals can 

disseminate statements to a broad audience within a short period of time, while digital content can 

remain accessible and be reproduced repeatedly. These characteristics create legal consequences 

when an expression is alleged to damage another person's honour or reputation. In Indonesia, the 

use of social media as a means of communication has consequently generated various legal 

disputes concerning defamation and the boundaries of individual responsibility in digital spaces 

(Kelvin et al., 2024). 

The legal regulation of defamation through digital media has undergone significant 

development in Indonesia. The Undang-Undang Republik Indonesia Nomor 1 Tahun 2024 tentang 
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Perubahan Kedua atas Undang-Undang Nomor 11 Tahun 2008 tentang Informasi dan Transaksi 

Elektronik [Law of the Republic of Indonesia Number 1 of 2024 concerning the Second 

Amendment to Law Number 11 of 2008 concerning Electronic Information and Transactions] 

provides a revised legal basis for addressing attacks against the honour or reputation of another 

person through electronic information and/or electronic documents. The regulation demonstrates 

the state's effort to establish a specific legal framework for conduct occurring through electronic 

systems (Republik Indonesia, 2024). 

The application of the legal framework, however, requires careful examination of the 

elements of the offense. Digital defamation cannot be determined merely from the existence of a 

statement that is considered offensive or harmful to another person's reputation (Darmawan & Al 

Mu’allif, 2025). A legal assessment must consider the content of the statement, the subject 

concerned, the form of dissemination, and whether the conduct fulfils the elements prescribed by 

the applicable legislation. Rumondor et al. (2024), for example, identify the need to examine both 

the substantive regulation and the legal procedures applicable to cases of defamation through social 

media under the revised EIT Law. 

Another important issue concerns the distinction between unlawful defamation and 

legitimate expression. Social media is not only used for personal communication but also for 

criticism, complaints, reviews, and public discussion. The legal boundaries become particularly 

important when an expression concerns a public issue or evaluates the conduct of another person 

or institution. The existence of a legal prohibition against defamation therefore needs to be 

balanced with the protection of freedom of expression and the right of individuals to participate in 

public discourse. Recent legal analysis has identified the distinction between protected expression 

and legally punishable defamation as an important issue in the enforcement of Indonesian digital 

law (Prasatya & Rahmat, 2024). 

The evidentiary dimension also presents a distinctive problem in digital defamation cases. 

Statements made through social media can take the form of written posts, comments, images, 

videos, screenshots, or other electronic information. Consequently, establishing criminal 

responsibility requires attention not only to the substantive elements of defamation but also to the 

authenticity, relevance, and evidentiary value of digital information. Sunarto and Hidayati (2024) 
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demonstrate that electronic evidence constitutes an important aspect in the examination of 

defamation cases conducted through social media and requires appropriate juridical assessment 

within the criminal justice process. 

The problem of legal responsibility is not limited to criminal law. Defamatory statements 

disseminated through digital media may also produce material and immaterial losses for the person 

concerned. From a civil-law perspective, the injured party may pursue legal remedies where the 

elements of an unlawful act and resulting loss are fulfilled. Sinaga and Putra (2025) examine civil 

liability arising from defamation through social media and demonstrate that the legal consequences 

of digital defamation may extend beyond criminal sanctions to compensation for losses suffered 

by the injured party. 

Furthermore, the enforcement of digital defamation provisions has continued to develop 

following the Constitutional Court's interpretation of Article 27A of the EIT Law. The Court's 

decision has implications for determining the scope of the provision and the persons who may be 

regarded as victims of the offense. This development is important because the legal construction 

of defamation must provide sufficient protection for personal reputation while preventing the 

provision from being applied beyond the limits established by law. The post-decision legal 

environment therefore requires renewed examination of how legal responsibility should be 

determined in cases involving alleged defamation through digital media. 

Previous studies have generally examined digital defamation from the perspectives of law 

enforcement, criminal liability, evidentiary issues, and civil remedies (Kelvin et al., 2024; 

Rumondor et al., 2024; Sunarto & Hidayati, 2024; Sinaga & Putra, 2025). Nevertheless, the 

continuing development of Indonesia's regulatory framework creates a need for an integrated 

juridical examination of the basis and boundaries of legal liability for digital defamation. In 

particular, the relationship between the elements of the offense, the nature of digital expressions, 

and the available forms of legal responsibility requires further clarification. 

Based on this legal problem, this study examines legal liability for defamation through digital 

media under Indonesian law. The analysis focuses on the legal regulation of digital defamation, 

the elements that determine liability, and the boundaries between unlawful defamation and 
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legitimate expression. The study is expected to contribute to a clearer juridical understanding of 

the application of Indonesian law to defamation occurring through digital media. 

. 

METHOD 

This study employs a library research approach with a normative juridical perspective, 

focusing on laws, regulations, judicial decisions, and scholarly literature concerning legal liability 

for defamation through digital media in Indonesia. This approach examines law as a system of 

legal norms through legislation, legal principles, doctrines, and judicial decisions (Negara, 2023). 

It is used to identify, compare, and interpret the legal elements of digital defamation, the basis of 

legal liability, and the boundaries between unlawful defamation and legitimate expression. 

The data sources comprise primary and secondary legal materials. Primary sources include 

Undang-Undang Republik Indonesia Nomor 1 Tahun 2024 tentang Perubahan Kedua atas 

Undang-Undang Nomor 11 Tahun 2008 tentang Informasi dan Transaksi Elektronik [Law of the 

Republic of Indonesia Number 1 of 2024 concerning the Second Amendment to Law Number 11 

of 2008 concerning Electronic Information and Transactions], Undang-Undang Republik 

Indonesia Nomor 1 Tahun 2023 tentang Kitab Undang-Undang Hukum Pidana [Law of the 

Republic of Indonesia Number 1 of 2023 concerning the Criminal Code], and Putusan Mahkamah 

Konstitusi Nomor 105/PUU-XXII/2024 [Decision of the Constitutional Court Number 105/PUU-

XXII/2024]. Secondary sources include peer-reviewed journal articles, academic books, and 

scholarly studies on defamation, electronic information law, criminal liability, freedom of 

expression, and digital law. The use of statutory, conceptual, and case approaches follows 

established practices in normative legal research (Pranata & Aryani, 2021; Negara, 2023). 

Data were collected through document analysis and literature searches using academic 

databases and official legal sources. Scholarly publications from 2020–2026 were prioritized to 

capture recent developments in Indonesian digital law, while earlier authoritative sources were 

used where necessary to establish relevant legal concepts. The collected materials were organized 

according to key issues, including the elements of digital defamation, legal liability, electronic 

evidence, and the distinction between defamation and legitimate criticism. 
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The legal materials were analyzed qualitatively through identification, classification, 

comparison, and interpretation of relevant legal provisions and scholarly arguments. The analysis 

examined statutory provisions governing digital defamation and their relationship with general 

criminal-law provisions and relevant judicial decisions, with particular attention to Article 27A of 

the EIT Law following Constitutional Court Decision No. 105/PUU-XXII/2024. Source 

triangulation was applied by comparing legislation, judicial decisions, and scholarly literature to 

strengthen the consistency and reliability of the legal interpretation (Rohman et al., 2024). 

 

RESULT AND DISCUSSION 

1. The Legal Framework of Defamation through Digital Media in Indonesia 

The legal regulation of defamation through digital media in Indonesia has developed through 

the interaction between general criminal-law provisions and specific regulations governing 

electronic information. Before the 2024 amendment, defamation committed through electronic 

media was primarily associated with Article 27(3) of Law No. 11 of 2008 as amended by Law No. 

19 of 2016 concerning Electronic Information and Transactions (ITE Law). Previous normative 

research identified inconsistencies between the formulation of the ITE Law and the general 

provisions on defamation in the Criminal Code, particularly concerning the formulation of the 

prohibited conduct and the object of protection (Ecti et al., 2021). The enactment of Law No. 1 of 

2024 subsequently reformulated the provision by introducing Article 27A, which specifically 

regulates intentional attacks against the honour or reputation of another person through electronic 

information or electronic documents. 

Article 27A of Law No. 1 of 2024 establishes several normative components of digital 

defamation: the existence of an intentional act, an attack against honour or reputation, an allegation 

concerning a particular matter, an intention that the allegation become publicly known, and the use 

of electronic information or electronic documents through an electronic system. The explanatory 

provision further defines an attack against honour or reputation as an act that degrades or damages 

a person's reputation or self-esteem, including insult and defamation. This formulation 

demonstrates that not every negative statement communicated electronically automatically 

constitutes defamation; rather, legal liability depends on the fulfilment of the elements prescribed 
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by the provision. Earlier judicial analysis also emphasized the importance of examining the content 

of the expression against the statutory elements when determining whether a social-media 

statement falls within the scope of defamation (Jiwangga, 2023). 

Table 1. Comparison of the Legal Framework Governing Digital Defamation in Indonesia 

Legal Instrument 
Relevant 

Provision 
Main Regulatory Focus 

Normative 

Significance 

Law No. 1 of 2024 

on the Second 
Amendment to the 

ITE Law 

Article 27A 

Intentional attack against the 

honour or reputation of another 
person through electronic 

information/documents 

Specific regulation of 

defamation in the 

digital environment 

Law No. 1 of 2024 Article 45(4) 
Criminal sanction for violation of 
Article 27A 

Establishes the 

criminal consequence 

of digital defamation 

Law No. 1 of 2023 

on the Criminal 
Code 

Provisions on 
offences against 

honour or 

reputation 

General criminal-law framework 

concerning defamation 

Provides the broader 
criminal-law context 

for protection of 

honour and reputation 

Constitutional Court 

Decision No. 

105/PUU-

XXII/2024 

Interpretation of 

Article 27A and 
Article 45(4) 

Constitutional limits and 

interpretation of the object and 
elements of digital defamation 

Narrows and clarifies 

the application of 
Article 27A 

 

The regulatory framework was further clarified by Constitutional Court Decision No. 

105/PUU-XXII/2024, delivered on 29 April 2025. The Court partially granted the petition and 

conditionally declared the phrase “orang lain” in Article 27A and Article 45(4) unconstitutional 

unless understood as excluding government institutions, groups of persons with specific identities, 

institutions, corporations, professions, or positions. The Court also conditionally interpreted the 

phrase “suatu hal” as referring to an act that degrades a person's honour or reputation. This 

interpretation is legally significant because it limits the scope of Article 27A and establishes a 

more specific normative boundary concerning the person who may be the object of the offence. 

Accordingly, the current legal framework should be understood as a combination of statutory 

regulation and constitutional interpretation. Law No. 1 of 2024 provides the specific statutory basis 
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for digital defamation, while the Constitutional Court's 2025 decision determines the constitutional 

meaning and limits of several key elements of Article 27A. The framework therefore requires a 

contextual assessment of the alleged statement, its target, its content, the intention behind its 

publication, and the manner in which it was disseminated. Recent doctrinal analysis likewise 

identifies the 2024 reform as an important stage in redefining Indonesia's online-defamation 

framework, particularly in relation to the scope of criminal liability and protection of freedom of 

expression (Hossain, 2026). 

2. Elements and Forms of Legal Liability for Digital Defamation 

Legal liability for digital defamation cannot be established merely because a statement is 

considered offensive or detrimental to another person's reputation. It must first be determined 

whether the conduct fulfils the cumulative elements established by Article 27A of Law No. 1 of 

2024. The provision requires an intentional act directed at attacking the honour or good name of 

another person by making an allegation concerning a particular matter, with the intention that the 

allegation becomes publicly known through an electronic system. Recent legal analysis 

emphasizes that the application of Article 27A requires a careful assessment of its constituent 

elements rather than relying solely on the existence of negative or critical content (Achyar & 

Suartini, 2026; Sutikni et al., 2026). 

The first important element is intentionality. The existence of an electronic publication alone 

does not automatically establish criminal liability because Article 27A expressly requires the act 

to be committed intentionally. The second element concerns an attack against honour or good 

name, which requires an assessment of whether the expression objectively concerns the reputation 

or dignity of an identifiable individual. The third element is the allegation of a particular matter, 

meaning that the communication must contain an assertion concerning a specific matter rather than 

merely expressing a subjective reaction. The fourth element concerns the intention that the 

allegation become publicly known, while the fifth connects the conduct to the use of electronic 

information, electronic documents, or an electronic system. These elements must be assessed 

together because the existence of one element cannot, by itself, establish the entire offence. The 

distinction among these elements is important in determining whether an online statement falls 

within the scope of Article 27A (Muzakkir & Hidayat, 2025). 
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Table 2. Elements of Legal Liability for Digital Defamation under Article 27A 

Element Normative Meaning Legal Assessment 

Intentional act The conduct is carried out deliberately 

Evidence must demonstrate that the 

communication was not merely 
accidental 

Attack against 

honour or good 

name 

The expression is directed at degrading 

or damaging an individual's reputation 

The content and its context must be 

examined 

Allegation of a 
particular matter 

The statement contains an assertion 
concerning a specific matter 

A distinction must be made between 

factual allegations and mere opinions 

or reactions 

Intention of public 

dissemination 

The allegation is intended to become 

known to others 

The intended audience and manner 

of dissemination are relevant 

Electronic medium 

The conduct is communicated through 

electronic information, documents, or 

an electronic system 

The digital form and method of 

dissemination must be established 

 

The legal consequences of fulfilling these elements are principally connected to criminal 

liability under the ITE Law. Article 45 paragraph (4) establishes the sanction associated with a 

violation of Article 27A. However, the application of criminal liability must also take account of 

the constitutional interpretation provided by Constitutional Court Decision No. 105/PUU-

XXII/2024. The Court clarified that the phrase “another person” in Article 27A refers to an 

individual and does not include government institutions, groups of persons with specific identities, 

institutions, corporations, professions, or positions. This constitutional interpretation has important 

implications for the scope of legal protection and the application of Article 27A (Mubarak et al., 

2026). 

The post-2024 legal framework therefore requires an element-based assessment before 

criminal liability can be imposed. The existence of digital dissemination and reputational 
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dissatisfaction is insufficient by itself; the prosecution must establish the statutory elements and 

demonstrate that the conduct falls within the constitutional scope of Article 27A. Recent analysis 

of the post-reform framework similarly indicates that the 2024 amendment and subsequent 

Constitutional Court interpretation have significant implications for legal certainty in the 

enforcement of online defamation provisions (Sutikni et al., 2026). Accordingly, legal liability 

should be determined through a contextual examination of the statement, its target, its content, the 

intention underlying its dissemination, and the legal consequences prescribed by the applicable 

provisions. 

3. Defamation, Legitimate Criticism, and Freedom of Expression in Digital Media 

The application of defamation provisions in digital media must be distinguished from 

legitimate freedom of expression. Article 27A of Law No. 1 of 2024 does not automatically 

criminalize every negative statement communicated electronically. Legal assessment must 

consider whether an expression fulfils the statutory elements of an attack against an individual's 

honour or reputation. This distinction is important because digital defamation regulation must 

reconcile reputation protection with constitutional freedom of expression (Solikhin et al., 2024). 

The distinction becomes particularly important in determining whether an expression 

constitutes criticism, opinion, or a defamatory allegation. Criticism of public policy, institutional 

performance, or matters of public concern cannot automatically be equated with defamation 

merely because the expression is negative. The assessment should therefore consider the 

substance, target, context, and form of the expression, particularly whether it contains a specific 

allegation directed at an identifiable individual. Normative ambiguity may arise when these 

boundaries are not clearly distinguished in the application of Article 27A (Apandi et al., 2025). 

Accordingly, legal liability should be determined based on the fulfilment of the statutory 

elements rather than solely on the subjective perception that an expression is offensive or 

detrimental. Protection of reputation constitutes a legitimate legal interest, while freedom of 

expression remains constitutionally protected. The application of Article 27A therefore requires a 

contextual and proportional assessment that distinguishes unlawful attacks against individual 

reputation from criticism or expression concerning matters of public interest. 
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4. Legal Protection and Challenges in Enforcing Digital Defamation Law 

Legal protection in digital defamation cases requires a balance between protecting 

individual reputation and ensuring legal certainty in the application of criminal provisions. 

Although Article 27A provides a more specific framework, its enforcement remains dependent on 

consistent interpretation of the statutory elements and careful consideration of the context of digital 

communication. Legal certainty is therefore determined not only by the formulation of the norm 

but also by its consistent application by law enforcement institutions and courts. 

A further challenge concerns the evidentiary character of digital defamation. Electronic 

information and documents have an important role in proving statements disseminated through 

digital platforms, but their evidentiary value must be assessed in accordance with applicable legal 

requirements. Cayani and Darma (2025) emphasize the importance of electronic evidence in digital 

defamation cases, particularly regarding its validity and relevance in establishing the elements of 

the alleged offence. Thus, digital evidence must be examined not merely from its existence but 

also from its authenticity, integrity, and legal admissibility. 

These conditions indicate that enforcement of digital defamation law requires not only 

clear legal norms but also consistent evidentiary practices and contextual judicial assessment. 

Maturbongs et al. (2026) highlight the importance of careful and proportional enforcement, 

including strengthening digital-forensic evidence and distinguishing unlawful defamation from 

protected criticism or freedom of expression. Accordingly, effective legal protection under Article 

27A requires the integration of normative clarity, reliable electronic evidence, and procedural 

consistency to maintain both reputation protection and legal certainty. 

 

CONCLUSION 

The legal regulation of defamation through digital media in Indonesia has undergone a 

significant normative shift following the enactment of Law No. 1 of 2024 and the Constitutional 

Court Decision No. 105/PUU-XXII/2024. Article 27A establishes a more specific formulation of 

digital defamation by emphasizing an intentional attack against another individual's honour or 

reputation through an allegation concerning a particular matter intended to be publicly known. The 
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Constitutional Court's interpretation further limits the scope of the provision by distinguishing 

individual reputation from criticism directed at institutions, groups, or public functions. 

Legal liability under Article 27A is therefore not established merely because a digital 

statement is considered offensive or damaging. Its application requires cumulative assessment of 

the statutory elements, including intent, the object of the alleged attack, the substance of the 

allegation, the intention of public dissemination, and its electronic form. At the same time, 

legitimate criticism and freedom of expression require protection, particularly when expressions 

concern public interests, policies, or institutional performance. Electronic evidence also plays an 

important role in establishing the factual and legal elements of alleged defamation and must satisfy 

applicable requirements concerning authenticity, integrity, and admissibility. 

The findings indicate that the effectiveness of Indonesia's digital defamation regime depends 

on the interaction between normative clarity, contextual interpretation, and reliable evidentiary 

practices. The post-2024 framework provides a more differentiated basis for protecting individual 

reputation while reducing the possibility that every critical digital expression is treated as a 

criminal offence. Consistent and proportionate enforcement is consequently essential to maintain 

legal certainty and ensure that protection of reputation operates alongside the lawful exercise of 

freedom of expression in Indonesia's digital environment. 
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